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Introduction 

The study of users' perceptions of security and the risks they face falls under 

various research fields such as public health, psychology and criminology. 

Criminology is particularly useful for analyzing mechanisms for preventing 

cybercrime, as it allows us to understand how individuals make decisions and 

adopt (or not) protective behaviours in uncertain or unpredictable situations. 

It also helps us understand why users will accept or reject a security measure. 

To improve cybersecurity for users, we need to focus on the various ways in 

which users perceive and respond to risks.1, 2 

 

Perceptions and risks 

Definitions 

A perception is a "cognitive event in which a stimulus or object in an individual's 

immediate environment is represented in the individual's internal 

psychological activity, in principle consciously. "3 

Risk perception can be defined in a number of ways in theory but is generally 

"a person's subjective assessment of the likelihood of a specific event 

occurring and how they feel affected by its consequences."4 
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Variance factors in perceptions  

One difficulty in pinpointing risk perception is that it 

varies by user, and risks do not mean the same 

thing to everyone. When someone becomes 

familiar with certain risks, their perceptions may 

change once they are identified as such, but a 

multitude of factors also come into play and can 

change depending on the context.1, 5, 6 

Differences in perceptions by user profile  

Perceptions of security and risk vary according to 

age, gender, education, employment status, socio-

economic status, computer experience and attitude, 

and psychological, social or cultural factors. Studies 

generally focus on one or more of these variables 

but do not address them all together. Often the 

focus is on differences between ordinary and 

expert users, as those differences commonly result 

in communication problems between the two 

groups (for example, in providing or receiving 

security tips).1, 4, 6, 7, 8 

Differences in perceptions by risk and target  

When assessing risk, people will calculate 

probability differently depending on whether the 

risks materialize and affect them directly or 

potentially affect others. Generally, people feel less 

concerned about the risks to themselves.9 

The role of control and the voluntary nature of risk 

When a risk is perceived to be voluntary, and under 

control, it appears less likely and less severe for the 

individual, which will cause users to underestimate 

risk and therefore decrease their protective 

behaviours.1, 8, 9 

Sensitivity to risks and concerns  

Some individuals may be susceptible to risks and 

thus easily worry about all threats, while others 

remain unshakeable. However, some risks may be 

more of a concern than others. For example, 

internet users express more concern about threats 

to information than threats to people or 

technology. Some consequences are also more  

 

 

 

 

worrisome than others for the same threat. For 

example, when data is stolen that compromises 

personal information (name, date of birth, address, 

etc.), individuals are usually most concerned with 

the theft of their social security number.4, 9, 10 

Perceived risks and threats 

Perceived risks vary depending on the threat, and 

users do not appear to have the same perceptions 

of what seems most dangerous. Also, while 

multiple levels of risk and threats can be identified 

based on online activities, specific threats will 

increase user perceptions of risk and vulnerability 

(such as a threat that compromises information 

integrity). Lastly, users may be aware of multiple 

threats but may choose to focus their protective 

measures only on what they understand or know 

best (only on passwords, for example). They will 

prioritize certain risks at the expense of others that 

are statistically more likely or more severe.1, 4, 5, 11 

Increase in perceived risk 

The potential for catastrophe will increase the 

perceived level of risk, especially if it has a high 

impact or serious consequences. Rare risks will 

cause terror, whereas common risks cause greater 

harm due to their frequency.1, 6 

Perceptions and emotions 

People will perceive and assess risk based on their 

thinking, using rational and analytical processes, 

but also based on how they feel, as emotions are 

involved in the perception, management and 

acceptance of risk. Moods and affects are a 

backdrop against which perceptions and thoughts 

about risk fluctuate. For example, a person in a 

good mood will be less aware of the risks around 

them and judge the risks as less likely to occur. 

They will instead focus on the benefits of risky 

behaviours.12, 13, 14 

Our perceptions are also affected by the affect 

heuristic, a cognitive shortcut that alters judgment  
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and hastens decision-making by simplifying an 

individual's mental operations based on their 

emotions. Accordingly, technologies perceived as 

more advantageous will be perceived as less risky 

and vice versa.1, 14 

Strong emotions also change risk estimates: fear 

will intensify them while anger will minimize them. 

The perception of risk will also change if these 

emotions relate to factors such as perceived 

severity, immediacy or a sense of being personally 

affected. For example, users' perception of risk, 

fear and severity are greater for identity theft than 

for romance fraud (a fraudulent practice in which 

scammers lure strangers into intimate 

relationships online under false pretences to obtain 

money).1, 14 

 

Perceptions and variations: Human 

beings, their knowledge and calculations 

Human nature  

Mental models, biases and trust act as 

mechanisms to simplify complexity. They are not 

only useful for understanding different perceptions 

but also important to consider, because by 

understanding them and integrating them into our 

approaches, we can adapt communication 

strategies and technology interfaces to help and 

encourage virtuous behaviour.  

Mental models 

"Mental models are depictions of how objects or 

systems work in people's minds," of how they 

perceive imaginary, hypothetical or real situations 

or recurring problems.4 These depictions help us 

understand the perception of security and risk by 

highlighting individual reasoning, decision-making 

and understanding of threats and their likely 

consequences. In cybersecurity, users often draw 

on inaccurate or fragmented mental models of the 

threats, risks and consequences of their actions on 

security.4, 11, 15 

 

 

 

 

Biases 

Cognitive bias is an internal mechanism that 

deviates from rational or logical thinking, impairs 

judgment and results in skewed decision-making. A 

number of cognitive biases can influence 

perceptions, such as biases of superiority, 

optimism, invulnerability or the illusion of control. 

They are interconnected and can put people in risk-

taking situations, as these "positive illusions"2 will 

make people feel less vulnerable or exposed to 

negative consequences than their peers. They will 

therefore underestimate the threats, which will 

influence their decision-making. For example, in the 

case of data theft, the individual will think that only 

those who are better off financially are targeted.2, 4, 

5, 11 

Confidence 

Self-confidence can be cut both ways. It can make 

people behave more securely and protect 

themselves when it comes to controlling perceived 

threats, especially if they strongly believe in their 

ability to perform the task (also called "self-

efficacy").11, 16, 17 However, too much self-

confidence can have the opposite effect by 

skewing perceptions of security. Someone who is 

overly confident in themselves will feel sufficiently 

protected, let down their guard and no longer 

perceive the risks adequately (for example, experts 

will click on attachments in an email sent by an 

unknown person).18 

Experience 

The experience of users and others influences 

perceptions of security and risk in several ways.  

First, risk-taking experiences that haven't had a 

negative impact on an individual will cause them to 

underestimate the risk to their security.  

Second, a past negative experience with technology, 

whether or not it relates to security, will create a 

negative perception that affects future  
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choices, including on security. For example, users 

may decline security updates due to a previous bad 

experience with operating system updates.  

Third, users refer to experiences shared by others 

(via blogs, web postings, informal stories and so 

on) for real examples of positive or negative 

situations that they can identify with.4, 6, 15, 19, 20 

The impact of knowledge, access to information 

and understanding 

Knowledge and understanding of security, risks and 

threats 

Knowledge, understanding and access to 

information contribute to perceptions of security 

and risk, hence to decision-making and security 

behaviour. One, because knowledge is important to 

bridging the gap between actual and perceived 

security, and two, because what people think they 

know will affect their security behaviour more than 

they realize. Thus, if they think they understand the 

risks, their perceptions of them are diminished.16, 21 

Also, when it comes to understanding threats, 

users sometimes have difficulty determining what 

directly affects them or what affects their security 

and protective behaviour. Without a reliable 

understanding of the threats, their consequences 

and the advice given, users will choose to ignore 

them. Finally, even if a risk is perceived as high, a 

lack of knowledge can lead to paralysis and 

inaction when someone should normally be 

protecting themselves.4, 22, 23 

Knowledge debate  

The lack of user knowledge about security 

practices and risks is widely debated. Some 

studies say users understand risks well but actually 

operate strategically to reduce the burden of 

applying security tips (for example, reusing 

passwords for multiple accounts).24, 25 

This does not seem to solve everything since 

having more knowledge and/or understanding does 

not necessarily lead to more secure  

 

 

 

 

behaviour online. Indeed, the most advanced users 

sometimes fail to follow the best security practices, 

take adequate protective measures or pay 

attention, which can be dangerous and expose 

them more than inexperienced users.11, 18 

Many users also report understanding threats but 

do nothing to protect themselves or may intend to 

do something but not do it (for example, planning 

to choose a secure password while continuing to 

use a weak password.) 11, 26  

Finally, an adequate understanding of the risks does 

not automatically promote awareness of 

appropriate techniques to protect against them. 

And keeping up with rapid and constant changes in 

technology can seem impossible for people who 

don't have advanced knowledge and aren't 

interested in acquiring it, leading to a negative 

perception of security.4, 17 

Sources of advice  

Risk perception is shaped by the information 

people are exposed to, what they believe and what 

they have experienced. Sources of advice also 

influence security and privacy behaviours, decision-

making and behaviour, including taking action. 

Users generally follow the advice of people they 

trust and align their behaviours with family 

members or people perceived as having more IT 

experience, even if there is no indication that their 

advice is valid.4, 8, 26 

Risk communication 

Risk communication can inadvertently reinforce an 

inaccurate perception of risk. IT security systems 

often attempt to communicate the risks associated 

with decision-making, but this is generally 

ineffective, as users may become accustomed to 

these messages and no longer pay attention to 

them. Sometimes security tips are inadequately 

justified, for example, when they do not explain why 

updates are important and why they should be 

done regularly.  
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Finally, good risk communication considers not 

only the nature of the risk but also how well the 

user's mental risk model lines up with the 

conceptual model on which the communication is 

based. However, there is a significant gap between 

security non-experts' and experts' mental models, 

which hinders effective risk communication. Users 

will prioritize certain threats and value certain tips 

that experts might not.4, 11, 20, 27, 28 

Calculations and compromises 

Another approach looks at the rationale behind the 

choices people make, that is, their costs and 

benefits.15 

Consider the benefits and advantages 

People's perceived benefits and advantages 

greatly influence their perceptions of safety and 

risk. Often when users appear to act dangerously, 

it is because they are seeking advantages, since 

high-risk activities are associated with more 

benefits and advantages.11, 14 

Users are generally aware of the costs and benefits 

involved but perceive them differently, with some 

seeing more benefits from not adopting the 

recommended behaviours than from following 

security policies. Following security advice is 

considered too costly by some, who may be more 

confident in their security mechanisms and wary of 

what others suggest. Frequently, the personal 

benefits are greater than the hypothetical security 

gain for users who do not follow the advice 

provided.15, 29, 30 

Consider costs and consequences 

The costs associated with risk management 

strategies should be considered, as they make 

users more reluctant to follow advices and protect 

themselves. The costs of following security policies 

and measures may be financial, mental, opportunity, 

time, effort or access to desired benefits.24 

 

 

 

 

 

Users may be inclined to ignore advice because 

they don't see the need for it. They may generally 

see more benefits in maintaining existing 

approaches. The consequences may seem 

hypothetical and abstract and, therefore, difficult to 

assess. Individuals may also question the cost-

effectiveness of proposed protection (for example, 

"Why would I pay for this? Does it protect me?"). 

Lastly, there is an issue with unbalanced 

information, with users favouring free and simple 

solutions as they have trouble distinguishing 

solution quality.4, 11, 15, 24  

Consider the effect of timing 

Risk perception is also affected by the timing of the 

risk (immediate, future, near and far). According to 

the timing effect, "temporal distance changes 

responses to future events by changing how people 

mentally imagine these events."5 A threat will be 

perceived as high if it is immediate. Conversely, the 

perceived risk is reduced when the negative 

consequences are delayed or are likely to be 

delayed and when the positive effects are 

immediate. Users may therefore put themselves at 

risk in situations perceived as having no immediate 

negative consequences, only benefits (such as 

choosing a convenient password that reduces the 

immediate cognitive load but increases the risk of 

future piracy).1 

Security rejection—a negative cost-benefit 

compromise 

According to some researchers, it is rational that 

users reject security tips since the experts who 

offer them overestimate their value and benefits, 

ignoring their costs to users (including time and 

effort). While the advice is technically appropriate, 

the actual indirect costs it generates are too high 

compared to the potential direct harm it is intended 

to prevent. Users often perceive the benefits as 

theoretical. This often leads users to boycott 

security and/or imperfect strategies that are 

supposed to reinforce it.11, 15, 22, 23, 24, 31 

Consider compromises with security 
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Users often make compromises regarding IT 

security in terms of time, money, capacity or 

convenience. Some may be motivated by security 

features (such as two-factor authentication), while 

for others, the primary motivation will be 

convenience. Perceived convenience is therefore 

important to consider since it may outweigh 

security concerns, as people want simple 

mechanisms and devices with security appropriate 

for their needs.5, 15 

 

Recommendations 

To increase risk perception, work on perceptions 

and communicate  

Build on users' adaptive strategies by trying to make 

them more secure and limit their negative 

consequences. For example, adaptive strategies 

like reuse are common for passwords. In this case, 

password managers could be developed to 

facilitate secure reuse.22 

Thoughtfully design the interfaces and technologies 

users interact with. This can influence not only their 

understanding of security, but also their experience 

and thus their perceptions of security and risk.  

Provide effective warnings that clearly state the 

risks and instructions that help users understand 

and avoid damage.24 

Present information engagingly and concisely, 

using plain language.20 

Increase user self-efficacy with tools and build user 

confidence in their ability to secure their data and 

equipment17, 32 by providing practical guidance that 

users will trust to achieve the expected results.  

Use the power of emotions, as they are integral to 

perceptions and assessments of security and risk.  

Consider the timing of consequences, whether real, 

direct, immediate or long-term, for example, 

regarding password reuse practices.22 

 

 

 

Consider the mental models of users, not experts, 

when communicating risks.28 

Focus on threats that may have significant 

negative consequences but are perceived as less 

risky.1 

Education and awareness are great, but not enough 

Don't spend too much trying to educate users on 

specific topics, like passwords, because many 

know what makes a password good, even if few put 

their knowledge into practice. Instead, one might 

choose to make people aware of the alternatives, 

such as password managers.5 

Educate those who lack knowledge about risks and 

threats but adapt communication effectively, using 

persuasive messaging that concretely 

communicates the risks users and their 

organizations face and the specific negative 

impacts of these risks on the organization. 

Messages about risks must be transparent and 

clear so that users can judge whether those risks 

are acceptable.1, 17, 20 

Tailoring security policies and tools can contribute 

to more secure behaviours by changing the 

perception of security. 

 Educate by communicating personalized 

messages and examples of risks and the 

direct consequences of user choices 

(such as making people imagine a 

personal loss). 

 

 Customize dialogue boxes that present 

security decisions, as non-customized 

ones are generally ignored and 

ineffective.11, 16, 20 

 

 Educate about biased experiences and 

inaccurate information.6 

Consider the advantages and disadvantages for 

users  
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Use feedback to understand what people feel is 

cumbersome, identify potential challenges or costs 

they may face, what they would be willing to do and 

anything that could negatively impact their 

perceptions and uses. This is also important if you 

want to provide comprehensive information or 

focus their attention on a particular risk.26 

Consider what might be both important to users but 

problematic for security, such as compromises 

with convenience or ease of use, to motivate more 

secure behaviour and mitigate negative 

perceptions. This is especially important because 

users will often swap security for convenience, 

since security is not always a primary objective.5, 15, 

24 

Consider the damage—understanding that users 

often lose more time than money.24 

Think about what users will find useful, necessary 

or effective, because if they do not have this 

perception, they will resist implementing the 

recommendations.31 

Highlight the risks and benefits of protective 

behaviours and work on the disconnect in 

perception regarding the benefits of following 

security tips.1, 15 

Eliminate advice that is no longer relevant to avoid 

a pileup of advice that leads users to reject security, 

which they perceive as a burden. 24 

Select and prioritize tips, as users will choose 

between the recommendations they ignore and the 

ones they adopt. 24 

If possible, automate protective actions that can be 

automated or make them as simple as possible to 

ease the burden on users that can fuel negative 

perceptions of security.11 
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