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Definition and scope 

The sale of combinations of usernames and passwords exposed after a 

data breach is increasingly prevalent in the online black market. Fraudsters 

who capture this information then use tools such as Sentry MBA or Account 

Hitman to gain unauthorized access to millions, even billions, of user 

accounts through large-scale automated login requests directed against a 

web application—an activity known as "credential stuffing."1, 2, 3 

Credential stuffing is a growing phenomenon, with more than 88 billion 

credential stuffing attacks detected in all sectors between January 1, 2018, 

and December 31, 2019, and 81% of companies believe that credential 

stuffing is difficult to detect.4, 5 

Although the success rate of attacks remains low (between 0.1% and 3%, 

depending on the source),6, 7, 8, 9 the automated nature of credential stuffing 

requires little effort by perpetrators and pulls in many victims.7 For 

organizations, credential stuffing has disastrous consequences: 63% of 

companies said they had to allocate additional resources to investigate 

compromised accounts, and nearly half said these incidents had an impact 

on their reputation.4 
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Password reuse: The main risk factor 

Password reuse is the main reason why credential 

stuffing is so effective.2, 6, 10, 11, 12 In fact, the very 

purpose of the attack is to use previously 

compromised login credentials on several 

different sites in the hope that the victim used 

exactly the same login credentials. The authors 

call this the "domino effect" since compromising 

one account exposes other accounts because of 

the reuse of login credentials.13 Password reuse 

rates for internet users vary from 38% to 60%.13, 14, 

15, 16 According to a study,17 an individual reuses 

their password on six different sites on average. 

The impacts of breaching combinations of 

usernames and passwords are felt over a long 

period of time, because 40% of users continue to 

reuse compromised passwords even three years 

after the incident.13  

People reuse their passwords regularly because 

they're often torn between security and 

convenience requirements. On the one hand, 

users are accessing more and more accounts on 

different websites, and memorizing unique 

passwords for each one can be difficult,18, 19, 20, 21 

leading to "password fatigue."22 On the other hand, 

users become accustomed to creating specific 

passwords, and frequently changing passwords is 

perceived as generating too much cognitive 

cost.23 In fact, a study revealed that participants 

reuse their passwords because they've never 

realized the risks associated with this practice or 

suffered harm.21 Others justify this behaviour by 

saying that the passwords they reuse are difficult 

to guess. According to researchers, this strategy 

is pointless if a data breach exposes passwords, 

because malicious individuals will then be able to 

launch credential stuffing attacks using these 

login credentials, whether complex or not. 

However, the findings of another study caution 

that participants admit to reusing their passwords 

only for so-called "unimportant" accounts, such as 

chat sites. Unique passwords are reserved for 

accounts containing confidential information, 

including those containing personal data.19, 24  

 

 

 

 

Secure password behaviour only applies when 

individuals are willing to sacrifice convenience for 

security, and not because security is the primary 

objective.25 However, researchers have found that 

users mostly reuse their passwords for online 

retail sites, where sensitive financial information is 

stored.13 

Detecting credential stuffing 

For organizations, an increase in unsuccessful 

login attempts in a short period of time is a good 

indication of a credential stuffing attack. 

Researchers have proposed an anomaly-based 

detection model in which the failure of multiple 

login attempts triggers a protocol with other sites 

where a user has accounts to check whether 

suspicious attempts exceed a certain threshold.12 

However, for such a solution to be effective, an 

organization needs the cooperation of other 

organizations in which the user also has an 

account. Unsophisticated credential stuffing 

attacks use only a limited number of IP addresses, 

so they can easily be blocked after sequential 

failed login attempts are detected.33 Databases of 

malicious IP addresses, such as AbuseIPDB, can 

be used to analyze correspondence with the IP 

address attempting to access an account.33 

Sophisticated credential stuffing attacks can 

blend into a company's usual login traffic.34 The 

latter are then asked to establish the digital 

footprint of the legitimate user (screen resolution, 

browser type, extensions, installed fonts, etc.) in 

order to better identify anomalies.34  

Behavioural biometrics can also be used to 

analyze mouse movements, as well as a user's 

usual typing dynamics, and to detect "robotic" 

behaviours that indicate automated attacks.34 A 

team of researchers has estimated that 

combining a user's digital footprint and 

behavioural biometrics trends makes it possible to 

detect malicious login attempts more accurately 

and reduces false positives.35 
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Dealing with credential stuffing 

82% of businesses report having difficulty dealing 

with credential stuffing.4 In fact, a successful 

attack implies a login with legitimate credentials.2 

Organizations can use CAPTCHA (Completely 

Automated Public Turing Test to tell Computers 

and Humans Apart) security tests to combat 

credential stuffing attempts.6, 32 CAPTCHA tests 

require internet users to perform an additional 

task (such as decrypting a series of distorted 

characters) before they can be successfully 

authenticated.36 The test is based on the 

assumption that robots can't complete it and 

adds a level of security to the login process. An 

organization may require the test in order to deal 

with suspicious login attempts, but it is not 

enough to stop credential stuffing.33 Fraudsters 

can hire people to successfully complete 

hundreds of CAPTCHA tests per hour. CAPTCHA 

tests can also make the system less user-friendly 

for people with disabilities.37 

Several sources agree on the importance of multi-

factor authentication to combat credential 

stuffing because even if fraudsters are able to 

authenticate with combinations of user names 

and passwords, there's a second level of 

authentication to contend with.6, 9, 38, 39, 40 

Microsoft believes that this solution prevents 

almost all cases of credential stuffing,40 although 

a study has shown that multi-factor 

authentication is a necessary but insufficient 

solution.41 After validating a username and 

password combination, fraudsters can launch 

phishing campaigns against victims to extract the 

necessary credentials and circumvent additional 

authentication mechanisms. 

Preventing credential stuffing 

Solutions for preventing credential stuffing should 

focus on password reuse. Some authors have 

looked at the effects of password policies on 

password reuse. A study has shown that these 

policies are ineffective because the majority of 

them fail to prohibit the use of a single 

password.26 Other researchers believe that  

 

 

 

 

password policies imply greater robustness, but 

do not prevent password reuse.27 Lastly, a study 

suggests that password policies encourage reuse 

because they impose rules that make it difficult to 

remember passwords.28 Users may be prompted 

to create a compliant password, but will reuse it 

on other accounts. Password policies appear to 

be effective only when the reused password does 

not meet the initial requirements (for example, a 

minimum of eight characters, mandatory special 

characters, etc.), and the user is forced to come 

up with a new password.19 

To prevent password reuse, it was suggested that 

keystroke dynamics be analyzed, because speed 

would indicate password reuse, which would 

enable detection and blocking.26 Researchers 

tested this suggestion in an experiment where 

participants had to create an account at a site 

specifically designed for the study. Participants 

were then asked if they had reused a password. 

The results show a statistically significant 

difference between the average time required to 

enter a reused password (81 ms) and enter a 

unique password (111 ms). The model can detect 

password reuse with 81% accuracy.29 In addition, 

experience shows that posting a warning 

message after password reuse is detected 

encourages users to create a unique password in 

more than 88% of cases, ultimately preventing 

credential stuffing attacks. 

Since credential stuffers collect information from 

data breaches, another solution involves browsing 

catalogues of stolen login credentials, such as 

HaveIBeenPwned and PasswordPing, or 

monitoring illegal online markets to warn users 

that their passwords have been compromised and 

suggest they change them.30, 3 An experimental 

study has shown that notifying users that their 

passwords will expire the next day encourages 

them to create stronger passwords. However, the 

results from one study showed that only 26% of 

warnings prompted users to change their 

passwords.3 Less than a third of respondents in 

two separate studies said they intended to change  
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their password despite concerns raised after they 

were notified that they were using a compromised 

password.10, 31 The majority of respondents said 

they didn't understand why they had received the 

warning message. Organizations are therefore 

advised to clearly explain the reasons for 

notifications and require that passwords be 

reset.10 However, requiring users to change their 

passwords immediately leads to weaker 

passwords, because convenience always 

outweighs security. In addition, users could make 

minor changes to their old passwords to reduce 

cognitive load.28 If the original password is 

compromised, its derivative can easily be 

guessed.13  

Lastly, password manager software is known to 

help with password retention issues. These tools 

store passwords so that users don't have to 

remember them.32 However, the results in relation 

to their effect on password reuse are mixed. One 

study shows that password managers do reduce 

password reuse,32 but another shows that 

password reuse remains unchanged despite the 

use of a manager.20 

 

Conclusion 

In conclusion, credential stuffing attacks take 

advantage of password reuse to compromise 

internet users' login credentials. Companies must 

therefore prevent password reuse by warning 

users not to reuse a password when creating a 

password, or risk getting hacked.29 Security for 

compromised passwords is justified if 

compromise notifications clearly explain the 

problem to users and if users have 24 hours to 

create a new security password.10, 25 Detection 

algorithms, including the user's digital footprint 

and biometric behaviours, can identify credential 

stuffing attacks.12, 33, 24, 35 Lastly, CAPTCHA and 

multi-factor authentication can prevent successful 

credential stuffing attacks.6, 33, 40  

At the same time, credential stuffing is only one 

means among many to gain fraudulent control of  

 

 

 

an account, and cybercriminals will not hesitate to 

use other attack methods, including phishing, to 

outsmart advanced authentication procedures.41 

For example, a company that has set up 

procedures and installed technology to combat 

credential stuffing must also prepare itself for 

phishing, whether through awareness campaigns, 

phishing tests or detection algorithms.41 
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