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Definition and scope 

While there are many definitions of tech support scam, there is a consensus 
on the main characteristics. This type of scam occurs when individuals 

impersonate technical support centre employees and steal money from people 

by  persuading them that a virus or hacker is attacking their computer.1  

Emerging on the scene just over 10 years ago,2 tech support scams have 
evolved and become more diverse. In 2018, more than 6  out of 10 people 

reported having experienced a tech support scam attempt.3 According to 
data from the previous year, an estimated 3  mi llion people per month had 

encountered this threat.4 This type of scam mainly affects individuals and is 

responsible for substantial financial losses every year. With tech support 

scams up 86% compared with 2016, the United States reported losses of 

US$15 million in 2017.5 

How the scam works 

Three-quarters of the organizations responsible for these scams, which 

operate similarly to legitimate call centres, are based in India. The rest are 

located in the United States and Costa Rica. They consist of 12 or so fake 

technicians on average.6 All of these organizations have a similar operating 
method: 
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 Initial contact is made with potential victims in 

several ways:  

 

 An unsolicited phone call or email 

 

 A web page designed to resemble a 

legitimate technical support website 

is created.4, 7 To do so, scammers 

use survey techniques not 

authorized by search engines7 to trap 

the classification algorithms of 

search engines and give websites 

that use these search engines 

greater visibility in consumer search 

results.8 The techniques can involve 

repetition or excessive use of 

keywords that may be hidden on 

website pages and not linked to the 

content.8  

 

 TechBrolo, the virtual contact 

technique most popular with 

scammers, is used in nearly 61% of 

cases.4 It consists of displaying an 

alarming message from a malicious 

site that cannot be removed without 

closing the browser in Task 

Manager.  

 

 If contact other than by phone is made, the 

scammer will try to establish phone contact 

with the victim. Usually, the scammer 

introduces themselves as an employee of a 

technical support centre of a major technology 

company, such as Apple, Bell or Microsoft. The 

call lasts an average of 17 minutes.6 

 

 The scammer will then try to persuade the 

consumer to allow remote access to their 

device. Once allowed remote access, the 

scammer can install spyware or steal personal 

data.  

 

 Then the scammer identifies false threats on 

the victim's device in order to bill the victim for 

technical support services. Scammers are 

generally patient and creative in the  

 

 

 

 

persuasion techniques they use.6 It should be 

noted that in cases where the victim is already 

convinced there's a problem, remote access to 

the computer and the use of deceptive 

techniques become optional.2  

 

 The scam is successful when the scammers 

receive money from the victim. Using a credit 

card for payment provides some protection for 

consumers, who recover all or a portion of 

their money in most cases.9 In 2018, 

scammers increasingly requested payments 

by  reloadable cards and gift cards.9 This makes 

it more difficult, if not impossible, to trace the 

money paid.  

 

 Victimization may stop after payment or may 

continue. In fact, some victims become 

specific targets: as long as they pay, they keep 

getting solicited.5 

 

In other cases, scammers engage in additional 

scams to obtain more money.5 For example, 

some impersonate government officials or 

police officers trying to help victims recover 

their money after a tech support scam. The 

scammer asks the victim to pay a fee for 

assistance or reimbursement.5 Other scams 

are more aggressive, such as taking control of 

the victim's computer or account and then 

demanding a ransom. In other cases, the 

scammer masquerades as a collection 

agency employee and threatens consumers 

with legal action if they don't pay for the bogus 

technical support services provided. 

Victim profile 

In 2018, 6% of all individuals affected by this scam 

lost money.3 In 2016, the percentage was 9%. 

Individual losses vary and generally range from less 

than $100 to a few hundred dollars.6 In extreme 

cases, the amount can be in the tens of thousands 

of dollars.10 The consequences are often more 

than financial: Many individuals report having 

wasted time looking elsewhere for a solution to the 
problem, and nearly 3  out of 4 report  
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having felt moderately to severely stressed after the 

scam attempt.3  

Although English-speaking countries are usually the 

most targeted by this type of scam,2 more than 180 

countries around the world have been affected.3, 5, 10 

The complaints are mainly from American, 

Canadian, British and European consumers.11 

More specifically, most scam attempts using the 

TechBrolo technique occurred in the United States, 

with 58% of the total number of cases recorded, 

nearly five times higher than in the United Kingdom, 

the second most affected country (13%).4 Canada 

saw 11% of total attempts, followed by Australia 
(8%), France (4%) and Spain (3%).4  

Most countries lost less money in 2018 than in 

2016, although countries that had previously 

reported the lowest losses saw an increase in 

those losses. However, it is important to consider 

the uniqueness of each country.3 For example, 

Germany is the only country to report that the 

majority of calls are unsolicited.12 Also, India 

reports the highest rate of victims who lost money 

in this type of scam, precisely 14% of all attempts, 

compared to a maximum of 9% for other 

countries.3 

In 2018, Microsoft reported an average of 11,000 

complaints per month about tech support scams.13 

However, the actual number of v ictims is vastly 

underestimated, given that some people fail to 

realize they are scam victims.14 This is particularly 

true of consumers who initiate interaction with a 

scammer. 

In addition, scams appear to affect people 

differently, depending on their age. People over age 

54 appear to be more affected by unsolicited calls, 

while younger people are more likely to visit scam 

websites.3  

 

Risk and prevention factors 

Considering the variety of access points used by 
scammers, al l computer users can become the  

 

 

 

target of a tech support scam.14 However, a few 

observations have been made:  

 According to Microsoft's international self-

reported survey in 2018, individuals between 

18 and 37 (9%) are more likely to continue the 

in teraction after in itial contact. A  greater 

number will lose money compared to  older 

individuals (2%).3 However, another study of 

official US data observed the opposite, 

reporting that older individuals are almost four 

times more at risk of losing money in this type 

of scam.9  

 

 Victimization also appears to vary by gender. 

Women (5%) are less likely to lose money than 

men (7%).3 Men are also slightly more exposed 

to this type of scam. Despite this observable 

difference, a study of victims of tech support 

scams suggests that being over age 65 alone 

is a predictor of financial loss, while gender or 

income is not.15 

 

 Several factors can  increase the risk of 

interacting with scammers and losing money 

for generation Z or millennial individuals.3 

According to Microsoft, these individuals 

engage more than their elders in risky online 

behaviour, such as sharing their email account 

or visiting downloading sites.3  

 

 Considering that scammers rely on victims' 

lack of computer knowledge, individuals who 

are very knowledgeable or employed in the 

technical support sector are less likely to be 

fooled.  

 
 Individuals actively seeking technical support 

are more likely to browse scam websites 

imitating legitimate websites.7 By using survey 

techniques not authorized by website hosts 

and purchasing advertising space in search 

engines, these websites manage to come up 

in initial search results.7 In this case, the 

consumer initiates contact, and the scam is, 

therefore, less easily detected.  
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 Public education is the best defence against 

tech support scams. So when consumers 

know that legitimate companies don't call their 

customers directly, they will be suspicious of 

unsolicited calls from a so-called technical 

support centre.3 Similarly, individuals who 

know that websites displaying an alarming 

message and a number to call might be a 

scam will be less likely to contact scammers. 

Being a victim of this type of scam may lead to 

greater mistrust, but if the victim fails to realize 

what had happened, they will be at risk of 

being scammed again. Scammers share 

information about the consumers they 

contact, including those they manage to scam, 

in order to steal more money from them.5 

 

Recommendations 

While the number of complaints about tech 

support scams is increasing, the number of people 

exposed to or losing money to this type of scam is 

decreasing.3 This encouraging development is the 

result of several types of prevention.  

Social prevention  

Prevention through consumer awareness is the 

most direct way to combat tech support scams. 

Without knowing how a scam works, consumers 

need to know how a legitimate company 

representative would act. Users appear to be more 

aware of this type of scam. In fact, 83% of 

individuals surveyed by Microsoft in 2018 said they 

were wary of unsolicited calls, compared to only 

66% in  2016.3 This can be explained by the 

increasing number of people affected worldwide 

and by reporting in the media and social networks. 

Prevention campaigns, such as Fraud Prevention 

Month in Canada, are also helpful in raising public 

awareness of various types of fraud. These 

campaigns encourage users to detect, combat and 

report fraud. Reporting these scams would provide 

a better overview of how they work and evolve and  

more reliable and valuable data for investigative 

units and research purposes.  

 

 

 

Given each country's unique characteristics, 

prevention must be targeted to each one. A Public 

Safety Canada report on the prevention of mass 

marketing fraud also provides interesting insights 

into tech support scams. The report encourages 

countries to look at their strategies for combating 

fraud and agree on what to do about new types of 

fraud.16  

Several measures to combat tech support scams 

have been carried out jointly by police forces, 

governments and businesses.17 Consequently, a 

number of fraudulent organizations have been 

d ismantled in recent years, for example, through 

Operation Tech Trap.16 This illustrates the 

importance of international cooperation when the 

crime itself is transnational.  

 

Technological prevention 

To prevent tech support scams, a collaboration 

between private organizations, police and 

government is necessary. A number of initiatives 

are already in progress.15, 19, 20 

Unlike legitimate websites, si tes hosted by  

scammers appear and disappear quickly. In fact, 

the average lifespan of a fraudulent URL is 11 

days.6 This prevents fraudulent sites from being 

blacklisted on search engines or deleted by police 

forces.21 So it's important to detect these websites 

as quickly as possible because it usually takes 

several weeks or months for the public to detect 

them.  

A few technology tools have been created to 

address this problem. For example, Notos can 

dynamically assign a reputation score to each new 

domain created, thus enabling the detection of 

malicious domains.21 Notos can identify malicious 

domains with almost 96.8% accuracy and a low 

false-positive rate (0 .38%). Another tool for 

detecting tech support scams is ROBOVIC. It uses 

the characteristics of malicious advertising to 

perform automated detection.6 Detection tools like 

these can be used to limit consumer exposure to 

this type of fraud. In that regard, Microsoft claims 

to have removed 25 million tech support scam ads  
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in 2017.22 This was five times the number found in 

2016.  

Knowing that fraudulent sites use survey 

techniques not authorized by search engines,7 

better detections would allow these sites to be 

identified more efficiently. Redirect sites, which are 

common in tech support scams, have a longer 

lifespan than sites hosting malicious fraudulent 

content.7 Unauthorized search engine optimization 

techniques are then concentrated on these sites to 

reach victims and redirect them to content sites. 

Literature 

A standard definition is needed that includes new 

forms of tech support scams. Studies of such 

scams sometimes focus on one specific aspect 

and overlook others that are just as important. For 

example, the Canadian Anti-Fraud Centre definition 

specifies that contact is made either through an 

unsolicited call or through a website pop-up, 

whereas there are many other ways to contact 

potential victims.  

There are few studies on the topic and limited 

research on victim profiles. However, with a view to 

prevention, it would be appropriate to carry out a 

more in-depth study of the risk factors for victims, 

particularly the risks of multiple scamming. 

Individuals who have been scammed repeatedly 

can become specific targets for scammers and 

lose more money. The scientific literature also 

contains no information on the internal workings of 

criminal organizations. A better understanding of 

how they work would contribute to more effective 

prevention initiatives. 
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