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Definition and scope 

Despite the increased use of biometrics or security tokens as an 

authentication method, passwords are still the method most commonly used 

by most organizations (74%) to validate user identity.1, 2 Their popularity 

makes them a prime target for motivated and sophisticated cybercriminals.3 

Password-cracking attacks involve a process in which a criminal attempts to 

guess a person's password to gain access to their account.1 The brute-force 

attack, which involves systematically trying all combinations of a password 

until a match is obtained, is a method often used by cybercriminals. Brute-

force attacks can be time-consuming when passwords are made longer and 

more complex, for example, by including uppercase letters, special 

characters and numbers. Table 1 (in the Appendix) shows how adding a few 

characters significantly increases the number of possible combinations of a 

password, particularly if the password contains lowercase and uppercase 

letters, numbers and symbols. 

As a result, automated tools have been designed to launch brute-force 

attacks with unprecedented speed.5 Depending on the power of the tools at 

their disposal, cybercriminals can test a few thousand to millions of 

combinations per second.5  

Weak passwords are particularly vulnerable to dictionary attacks, a subset of 

brute-force attacks. In this type of attack, the cybercriminal tests known              
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passwords and any other combination of terms 

commonly used on a daily basis in the hope of 

obtaining a match.6 For example, in their study, 

researchers were able to guess a third of a sample 

of 520 passwords in less than a minute using this 

method and half within four hours.7 

Thus, the strength of a person's password plays an 

important role in the time required for a brute-force 

attack to compromise login credentials 

successfully.4 Table 2 (in the Appendix) shows the 

time it takes for a computer system to crack a 

password (depending on its complexity and length) 

if one million passwords are processed per second. 

Creating a strong password often depends on the 

user. Studies repeatedly show that internet users 

often create weak passwords.8, 9, 10, 11, 12 Some 

studies show that most passwords use predictable 

character sets to form common names, popular 

brands or birth dates.13 In fact, the National Cyber 

Security Centre reports that 123456 is still the most 

popular password.14 

Consequently, organizations must encourage their 

employees and collaborators to choose strong 

passwords to prevent ill-intentioned individuals 

from guessing them and then hacking their 

accounts. This briefing note explains why internet 

users choose weak passwords and then provides 

appropriate solutions for the problem. Possible 

solutions for detecting and dealing with password-

cracking attacks are also presented. 

 

Weak password creation factors 

Several studies have shown that users know how 

to make strong passwords15 but still choose 

vulnerable combinations.16 This is due to an 

inaccurate perception of password-cracking 

attacks.15 For example, in 1 study, a third of 

participants felt that a password is safe if it can 

withstand a dozen attempts. In addition, users 

aren't aware of the popularity of the passwords 

they use. Users can experience password fatigue 

or difficulty remembering passwords as they 

create accounts on the internet (the average 

number of accounts per person is now 38).17, 18, 19  

 

 

 

Users reduce this cognitive overload by choosing 

weak passwords.20 Other studies show that 

internet users save their brainpower for platforms 

dealing with confidential data (such as banking 

sites). However, one study has shown that this 

strategy exposes all of a user's accounts to 

dictionary attacks because their passwords 

inadvertently share similarities with stronger 

passwords.21 

Using Protection Motivation Theory (PMT), 

researchers have shown that the cognitive cost of 

creating a strong password is a significant 

barrier.22 According to PMT, healthy behaviours are 

the result of two assessment processes: 

perception of a threat (including the perceived 

severity of the threat and perceived vulnerability to 

it) and possible solutions (referred to as response 

efficacy and self-efficacy; in other words, the 

person's ability to effectively implement the 

solution and the costs associated with that).23 

Researchers argue that, in addition to the cognitive 

cost, people won't create a strong password if they 

believe it won't effectively protect them against 

their login credentials being compromised.22 

Conversely, perceptions of the likelihood and 

severity of the threat do not play a significant role 

in creating strong passwords, although individuals 

who aren't afraid of their login credentials being 

compromised are unlikely to create secure 

passwords. 

 

Detecting password-cracking attacks 

Since brute-force attacks involve a large number of 

password combinations, organizations must 

obviously keep an eye out for unsuccessful login 

attempts occurring in a short period of time.24 

Login failures from the same IP address are also a 

strong indicator of a brute-force attack.25 Similarly, 

repeated authentication attempts from multiple IP 

addresses for a single account are another sign of 

a more sophisticated brute-force attack. Lastly, an 

organization can always assess the customary 

digital footprint (device used, geographic location, 

etc.) of the person attempting to authenticate, and 

thus detect any anomalies.26 Other authors suggest 

combining passwords with behavioural biometrics,  
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including customary keystroke dynamics to detect 

possible anomalies.27 

 

Dealing with password-cracking attacks 

Some studies show that multi-factor 

authentication is the best way to make passwords 

attack-resistant.28 Even if the password is 

compromised, the cybercriminal will have to get 

through a second authentication layer before 

gaining unauthorized access to an account.29, 30, 31 

However, since additional authentication 

procedures can be an inconvenience for users,32 

organizations must adopt a risk-based model. In 

other words, if a person submits a password and 

their digital footprint does not match the one 

established when they first used the organization's 

platform, they must complete additional 

authentication steps.26  

Some studies also suggest integrating behavioural 

biometrics (such as mouse movements) to detect 

abnormal trends and trigger multi-factor 

authentication.33 CAPTCHA (Completely 

Automated Public Turing test to tell Computers and 

Humans Apart) tests effectively combat brute-

force attacks.31, 34 These tests require users to 

complete an additional task (such as decrypting a 

distorted series of characters) before they can be 

successfully authenticated, based on the 

assumption that robots can't decrypt them.35 

However, some studies show that CAPTCHA tests 

are not user-friendly for people with disabilities and 

that dedicated CAPTCHA resolution services make 

this solution less effective than hoped.36 

reCAPTCHA Enterprise suggests following the 

principles of risk-based authentication.37 This 

involves calculating a risk score based on the 

behaviour of the user making a query to determine 

whether a test is necessary and, if so, how difficult 

it should be. 

 
Preventing password-cracking 

attacks 

Password policies and "nudging" 

 

 

 

 

Because it's difficult, if not impossible, to prevent a 

fraudster from acquiring password-cracking 

technology, organizations must encourage users 

to create strong passwords to prevent their 

accounts from being compromised. A possible 

initial solution is password policies, that is, rules for 

creating passwords (for example, must contain at 

least eight characters, at least one special 

character and at least one number, etc.).38 Yet, 

studies show that policies alone do not prevent the 

creation of weak passwords.38, 39, 40 Researchers 

have found that individuals renegotiate 

instructions to create a password that meets 

standards but is still easy to guess.41 For example, 

criteria such as the use of a minimum of eight 

characters, a number and a special character still 

allow the use of "Password!1." This is particularly 

true of users on mobile platforms who are 

inconvenienced by the virtual keyboard and have 

trouble finding capital letters, numbers and special 

characters.42 To overcome this challenge, the 

National Institute of Standards and Technology 

(NIST) recommends using blocklists, which 

contain commonly used or compromised 

passwords.43 However, other researchers argue 

that blocklists are insufficient because users can 

still attempt to make minor changes to their 

already weak passwords and bypass blocklists.44 

In response, the authors recommend 

implementing a text feedback mechanism that tells 

users how to make their passwords stronger.  

This type of procedure refers to the concept of 

gentle inducement or "nudging," or techniques that 

delicately induce a person to adopt safe 

behaviour.45 Some researchers who have studied 

the nudging effect of visual bars indicating the 

degree of complexity of a password show that they 

do encourage the creation of strong passwords,46 

but only for so-called "important" accounts. This 

result corroborates the finding that users save their 

brainpower to protect data they consider 

important.16 However, other studies show that this 

solution is only effective if accompanied by 

dynamic warning messages (see Figure 1 in the 

Appendix for a visual representation).47, 48, 49 This 

allows users to learn more about creating a strong 

password,47 and  
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including tips encourages people to create better 

passwords.3 

 

Some studies have also looked at password 

expiration policies, in other words, rules requiring 

users to change their password after a given time 

interval (every 30 days, 90 days, etc.), in order to 

reset the cycle of a potentially active brute-force 

attack.50, 51 In other words, the progress made in 

password-cracking attacks is lost every time the 

password expires and is changed. However, these 

policies place an additional cognitive burden on 

individuals and push them to adopt weak 

passwords.52 These studies suggest that the costs 

of password expiration policies outweigh their 

benefits, although others suggest that such 

policies can be improved through soft incentives. 

For example, putting a reminder of the password 

expiry date on the login page, including a link to 

change the password, and providing guidance on 

how to create a long and complex password 

encourages the creation of strong passwords.45 

However, password change requests must be sent 

under certain conditions. The Construal Level 

Theory postulates that perceptions of feasibility 

determine an individual's actions in the present.11 

In other words, if users are forced to change their 

password right away, they will create a weak one 

because they doubt their memory skills 

(convenience trumps security). Conversely, when 

they know they have to change their password in 

the future, they focus more on what is desirable—

in this case, having a secure password—than on 

what is feasible (security trumps convenience). 

The user simply needs to be notified that their 

password will expire within a certain period of  

 

 

 

 

time and instructed to create a new one before that 

time is up. However, researchers stress that the 

time frame must still be short. Warning that a 

password will expire the following day results in 

better passwords, but internet users seem to 

ignore far-off deadlines (such as three weeks from 

today).11  

That said, despite the intent of password expiration 

policies to make password-cracking attacks more 

costly, it would be better to simply encourage 

strong passwords to extend the time it takes for a 

password-cracking attack to succeed.50, 51, 52. For 

example, Table 2 indicates that a 16-character 

random password with lowercase and uppercase 

letters, special characters and numbers would take 

1.4 quintillion years to guess if a brute-force attack 

tests one million passwords per second. 

Password managers 

Password managers have been designed to solve 

the problem mentioned above of users not 

remembering their passwords. More specifically, 

these tools encrypt, store and manage passwords, 

all of which are locked using a master password—

the only thing the user needs to memorize.53 

Password managers can also generate strong 

passwords and automatically insert them in login 

pages, facilitating the authentication process. 

Research shows that password managers create 

secure passwords.54 According to some studies, 

whether or not password managers are the 

ultimate password management solution, their 

adoption depends on users' perceptions of the 

"security-convenience tradeoff." For example, non-

users are wary of password managers and say 

they're afraid that a hacker will have access to all 

stored passwords if they succeed in compromising 

the password manager.55 Users also felt that there 

was little incentive to install the tool or that using it 

required too much effort.55, 56 Users of password 

managers prefer the above-mentioned user-

friendly benefits. However, they have little 

confidence in password managers to protect 

access to more confidential accounts (banking 

and others).55 They also say they're not 

comfortable with online managers (passwords 

stored on a third-party server) and prefer those  
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that are local (hosted on their machine), even 

though they're required to enter passwords on login 

pages manually.57 Although studies highlight the 

importance of user convenience, it appears that 

internet users are distrustful of password 

managers, whether they use them or not,58 even 

though using them is considered one of the best 

security practices.59 To persuade skeptics of the 

benefits of password managers, organizations 

need to simplify the technological processes these 

tools use to protect stored passwords and 

recommend a more user-friendly password 

manager.58 Users must also be told how to create 

a strong yet easy-to-remember master password. 

As for password awareness, a study shows that 

weak passwords decreased by 30% after a 

password creation and training program was 

implemented.60 Educational posters, animations 

and e-messages were used to explain the content. 

Other researchers have developed an awareness 

program to increase target audience awareness of 

the cyber threats to their passwords, including 

advice on how to make their passwords stronger 

through the mnemonic technique of using the first 

letter of each word in a sentence or familiar phrase 

to create a password.61 The researchers concluded 

that the participants subsequently created better 

passwords but that the effect wore off after six 

weeks, and the program should therefore be rolled 

out monthly. Other sources recommend the use of 

passphrases because they are strong but still user-

friendly.62, 63 

Other possible solutions 

Some sources, including the National Institute of 

Standards and Technology (NIST), propose that 

password testing be limited to make brute-force 

attacks more costly.5, 25, 43 However, it's not 

advisable to lock an account indefinitely if the 

maximum number of login attempts has been 

reached, because then hackers can compromise 

cybersecurity access by locking a large number of 

users out of their accounts.31, 34 Legitimate users 

may try multiple password combinations in an 

attempt to recall their login credentials. After 

several attempts, the organization should instead 

impose short intervals between attempts to  

 

 

 

sufficiently deter automated attacks without 

compromising system usability.31  

Other technical solutions seek to reduce "password 

fatigue." For example, single sign-on (SSO) allows 

users to enter a password to log into the SSO 

session and user authentication service to access all 

SSO applications.64 All they need to remember is one 

complex password. Another emerging solution is 

password-free authentication, whereby a user 

enters a 1-time password received by SMS or 

email.65 Users can also be asked to enter a security 

key to authenticate themselves. Participants in a 

study believe that this authentication method is 

more user-friendly than passwords, although they're 

afraid of losing the key.66 Lastly, biometrics can be 

used to authenticate individuals using information 

that is specific to them (voice, fingerprint, face, etc.). 

However, some studies highlight issues with the 

user-friendliness of this method. For example, some 

people believe that Face ID takes longer than 

entering a password.67 Users are also concerned 

about the protection of biometric data, and 

Canadian companies must obtain users' consent 

and take the security measures required under 

personal data protection legislation, such as the 

Personal Information Protection and Electronic 

Documents Act.68, 69 

 

Conclusion 

In conclusion, password-cracking attacks are 

effective insofar as the length and complexity of 

user passwords are up to the task.8, 9, 10, 11, 12 The 

creation of weak passwords can be explained by a 

lack of knowledge of the hazards and the cognitive 

cost of creating a strong password.15, 22 

Companies must certainly implement technology-

based solutions to prevent, detect and deal with 

password-cracking attacks, but they also need to 

make their stakeholders aware of password 

managers and how to create complex but user-

friendly passwords, such as mnemonic passwords 

or passphrases.60, 61, 62, 63 
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Appendix  

Number of 
Characters 

Lowercase 
Lowercase/ 
Uppercase 

Lowercase/ 
Uppercase/ 

Numbers 

Lowercase/ 
Uppercase/ 
Numbers/ 
Symbols 

1 26 52 62 95 

2 676 2,704 3,844 9,025 

4 456,976 7,311,616 14,766,336 81,450,625 

8 2.09 x 1011 5.35 x 1013 2.18 x 1014 6.63 x 1015 

16 4.36 x 1022 2.86 x 1027 4.77 x 1028 4.40 x 1031 

Table 1: Number of possible combinations of a password, depending on the number of characters 

 

Table 2: Time required for a brute-force attack to discover one password, broken down by number of characters
 

 

 

 

 

 

 

 

Number of 
Characters 

Lowercase 
Lowercase/ 
Uppercase 

Lowercase/ 
Uppercase/ 

Figures 

Lowercase/ 
Uppercase/ 
Numbers/ 
Symbols 

1 
26 

microseconds 
52 microseconds 62 microseconds 95 microseconds 

2 
676 

microseconds 
2,704 

milliseconds 
3,844 

milliseconds 
9,025 milliseconds 

4 ≈ .5 seconds ≈ 7 seconds ≈ 14 seconds ≈ 81 seconds 

8 ≈ 2.42 days ≈ 1.7 years ≈ 6.9 years ≈ 210 years 

16 
≈ 1.38 billion 

years 

≈ 91 trillion  
years 

≈ 1.5 quadrillion  
years 

≈ 1.4 quintillion 
years 



 

 


