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Definition and scope 

First reported around 2005, Business Email Compromise (BEC) began as a 

cyberattack by hackers impersonating company executives (chief executive 

officer or chief financial officer) and tricking employees into making 

unauthorized funds transfers.1, 2 BEC now extends to requests for 

confidential information, gift card purchases and masquerading as 

suppliers.3, 4 To give the impression that the request is legitimate, fraudsters 

initiate the interaction from an organization's hacked email address or a 

quasi-identifiable email address.5  

Requiring little effort and technology, BEC has significant advantages over 

other types of online fraud.6 It's highly profitable for fraudsters, the victim 

response rate is higher than for other types of attacks and although 

fraudsters must research into the organization, the duration of the attack 

from contact to completion is three days on average.6  

While this type of fraud is not the most significant in terms of the number of 

victims, it causes considerable financial losses. According to the Internet 

Crime Complaint Center (IC3), losses from BEC in 2019 were 3.7 times 

higher than for any other type of fraud.3 Total estimated global losses 

reported between June 2016 and July 2019 were more than US$26 billion 

for more than 166,000 reported incidents.4  
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Victim profile 

Financial losses, often considerable, can amount 

to several million dollars for a single company.7 

During the last three months of 2019, fraudsters 

obtained $2,500 to $680,000 per bank transfer 

request, or about $55,000 on average.8 In the case 

of gift cards, the requested amounts were much 

more modest, ranging from $250 to $10,000, for 

an average of $1,600.8  

From July 2018 to June 2019, the countries most 

affected by CEO fraud were English-speaking: The 

United States (39%), the United Kingdom (26%) 

and Australia (11%).9 Next in line were Belgium 

(3%), Germany (3%) and Canada (2%).9 In total, 

more than 177 countries were targeted.4 The bulk 

of the attacks originate in Nigeria, but fraudulent 

organizations have also been detected in Russia, 

Ghana, Kenya and Israel.6, 10  

The fraudulently obtained amounts were 

transferred to no fewer than 140 countries, the 

main destinations being Hong Kong and China. 

The United Kingdom, Mexico and Turkey are 

increasingly frequently mentioned.4 Some of these 

countries act as temporary havens where the 

money is laundered before being sent to 

fraudsters. In addition, according to FinCEN, 73% 

of incidents reported in the US also involved local 

transfers, made possible through mule 

networks.11 Mules are fraud middlemen whose 

role is to "lend" their bank account to criminal 

organizations. Money from victim organizations is 

deposited in mule accounts and transferred to a 

foreign bank account.6 Transfer requests are less 

likely to arouse the suspicions of victims and the 

anti-fraud units of financial institutions if they 

come from the countries of the victim 

organizations. Mules may be unaware that these 

transactions are being used for illegal purposes 

and may themselves fall victim to employment 

opportunity or romance scams.6 

BEC targets businesses and organizations and 

can affect any industry. For example, educational 

and academic institutions, manufacturing or 

service companies, financial institutions and even 

non-profit organizations can  

 

 

 

be targets.4, 5, 6, 12 An Ohio church, for example, lost 

nearly US$1.8 million as a result of BEC.13 While 

all sectors can be targeted, some are more at risk 

than others, with manufacturing and construction 

at the top of the list, accounting for 25% of all 

attempts, for an average of $54,000, followed by 

the retail sector (18%) and the real estate sector 

(16%).11 The latter has seen a variation of BEC in 

which the scammer impersonates a real estate 

agent, changes the agent's banking account 

information held by the client and demands 

payment for the property purchased.14 The 

average amount requested is $179,001,11 which is 

higher than for other identity theft cases. Given 

the huge potential rewards, fraud attempts in the 

real estate industry have increased dramatically 

over the past three years.11 

Within organizations, anyone with the authority to 

make or authorize a bank transfer or disclose 

confidential information may be a potential 

target.15 In most cases, scammers look at the 

organization chart, particularly the information 

posted online, and even hack email accounts. By 

infiltrating the company's key internal 

communications, they can obtain signatures, 

ascertain customary transfer protocols, identify 

loopholes in authorization and authentication 

protocols, and send fraudulent emails without fear 

of them being detected as suspicious.5, 16  

Scammers adapt to the business hours of the 

organizations they target to ensure that fraudulent 

email messages take time zone differences into 

account and are received during business 

hours.14,17 As a result, 91% of attacks are carried 

out on weekdays.17 Lastly, scammers use 

grammar and spell checkers to avoid making 

spelling or punctuation mistakes in English 

emails.6 

Risk factors 

Given the targeted nature of BEC, cybercriminals 

need to be familiar with the organizational 

structure of the victim institutions and identify the 

reporting relationship between the  
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target and the person whose identity they plan to 

steal.18 It's important to personalize the 

cyberattack to make the request appear 

legitimate.2, 18 Several risk and protection factors 

at the organizational and individual level are 

associated with this fraud. 

Organizational factors 

Companies with high billing volumes or 

international business are prime targets for BEC11, 

18, 19 A business that is accustomed to making 

large transfers will also be more lucrative for 

fraudsters than a company that makes only 

smaller transfers. 

According to the FinCEN, the business line of the 

target organization plays an important role. For 

example, in 2017, financial firms were more 

targeted than others.11 

Organizations with publicly available information 

on their reporting structure and partners are 

particularly at risk. In fact, the more the fraudsters 

know about their target, the better their chances 

of success.20  

The time of year plays into BEC trends. For 

example, gift card purchase attempts increase 

during the lead-up to the holiday season.17 

Educational institutions are more targeted in 

September, at the start of the school year. This is 

a busy time for schools when many purchases are 

made and new employees start their jobs.17 Tax 

season is also an attractive time for fraudsters.17 

Conversely, some periods, such as the July 4 (US 

national holiday) and Labour Day weekends, see 

decreases in the number of BEC attempts.17  

Individual factors 

Work overload, urgency and lack of fraud 

awareness are risk factors.22, 23 Fraudsters can 

also rely on the zeal of a new employee who, 

wishing to look good, won't question requests 

from the CEO and will reply quickly.  

Some psychological factors, such as attention 

deficit, fatigue, and sensitivity to the fraudster's  

 

 

 

manipulation techniques may also be risk 

factors.22, 24 Perpetrators of BEC use social 

engineering techniques, particularly those that 

exert psychological pressure on the victim owing 

to the urgency of the request. This sense of 

urgency is reflected in the emails sent to the 

victim that use keywords, like "have a moment," 

"transaction request," "important" and "urgent"9, 17, 

25 and the fact that the email is deliberately sent 

near the end of office hours.26 

Some fraudsters will try to make contact with the 

victim before giving them all the information 

needed to reply to the request. For example, “are 

you at your desk or available to do a rush 

transaction?”, a person replying to such an email 

is ten times more likely to become a victim.6  

Employees can also disclose sensitive 

information. For example, an employee's LinkedIn 

profile may provide information on the employee's 

corporate finance responsibilities.20  

Recommendations 

The consequences of succumbing to BEC can be 

numerous and substantial. Financial loss is the 

most direct consequence. A drop in equity values 

and reputational damage can also occur when 

BEC is disclosed to the public.24, 27 The impact of 

these negative consequences is such that some 

businesses don't report being fraud victims.28 In 

more serious cases, some companies have to 

dismiss their employees or declare bankruptcy.24, 

27 At the individual level, the employee responsible 

for the fraudulent transaction may suffer 

psychological harm, lose the organization's trust, 

have responsibilities taken away or even be 

fired.22, 24, 27, 29 

Technology-based prevention 

Several characteristics of this type of fraud make 

technology-based detection complex. The 

targeted nature of email and the use of email 

services with a high reputation score are 

constraints on technology-based prevention.17, 18 

Because these fraudulent emails are rarely sent 

with malicious links or files, they are not  
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considered dangerous by anti-virus software.30 In 

addition, fraudulent email is only sent to a 

maximum of six people within a company and 

therefore cannot be considered spam.17 Lastly, if 

the email comes from a hacked email account, 

the likelihood of the fraud attempt being detected 

is low.  

To prevent the hacking of email accounts, it's 

important to be aware of basic protective 

measures, such as using unique and complex 

passwords.31 Also recommended is the use of 

multi-factor authentication (MFA) technologies, 

which prevent accounts from being compromised 

by requiring several forms of identification at each 

login. There are many low-cost, easy-to-use 

solutions to protect against email account 

hacking. An intrusion detection system can be 

installed to supplement basic protections.24 The 

organization must also assess its internal security 

controls on a regular basis or even hire a 

cybersecurity consultant or develop a dedicated 

inhouse unit, depending on the size of the 

company.21, 24  

The DMARC email authentication protocol detects 

and limits consumer exposure to fraudulent 

emails, such as spam and phishing emails. 

Observations from the Cosmic Lynx study show 

that this crime group specifically selects 

companies that do not have DMARC10 standards 

in place. 

Corporate liability 

Transfer requests must be doubly confirmed, 

using two different methods to verify their 

legitimacy, for example, replying to an email from 

a new message thread and then calling the person 

concerned using the phone number provided by 

the organization.18, 24 However, the best solution is 

in-person confirmation or videoconference 

confirmation, if necessary. Cases of BEC using 

artificial intelligence have been noted.35 To 

confirm the CEO's stolen identity or send an oral 

confirmation from the CEO, fraudsters have used 

existing videos to reproduce the company CEO's 

voice.36 The transmission of sensitive information  

 

 

 

and changes to an employee's or partner's 

banking information must be subject to similar 

controls.18, 24  

An additional protection is to prohibit emergency 

payments within the company.32  

Finance employees must be limited in number 

and have differentiated tasks.33 For example, one 

employee handles invoices, another prepares 

payments and a third confirms transfers.32 All 

players in the payment chain must be made aware 

of various types of fraud and their consequences.5 

Online fraud awareness training, including for BEC, 

is available to organizations free of charge or for 

purchase.34 Employee training must be 

comprehensive, cover the various methods used 

by fraudsters and increase employee vigilance 

during risk periods. 

Given that fraud is more likely to succeed the 

more fraudsters know about a company, it is 

necessary to monitor the public information 

available on an organization's internal and external 

operations.12, 20 

Companies must also have a fraud action plan so 

they can respond quickly if fraud occurs.32 Despite 

the high percentage of businesses fearing an 

increase in fraud and cybercrime, only half have a 

contingency plan in place if a threat materializes.32 

Other recommendations 

The scientific literature on BEC is limited and 

rarely deals with targeted employees and specific 

risk factors. From a prevention and awareness 

perspective, specific attention should therefore be 

given to this aspect. Police institutions and 

victims must continue to be proactive, particularly 

by encouraging fraud reporting, freezing mule 

bank accounts, closing accounts used 

fraudulently and making strategic arrests through 

international cooperation.6 

BEC and several other types of fraud are closely 

linked, which suggests that BEC should be 

analyzed from a holistic perspective. For example, 

mules may be recruited through  
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online romance or employment opportunity 

scams.6 In addition to these scams, BEC is often 

conducted in conjunction with online vehicle sales, 

rental and lottery scams.19  

Lastly, in the United States, money recovery 

programs, such as the FBI's Recovery Asset 

Team, have been set up specifically for BEC 

victims.37 Although the money can be recovered 

only if it was sent locally, 75% of the US$258 

million obtained through fraud has been returned 

to the affected businesses9—much more than 

would be recovered otherwise. In fact, if fraud is 

not detected within 24 hours and payment was 

made using gift cards or sent internationally, there 

is little chance of recovering the money.5 Given 

this program's encouraging results, it's important 

to develop it and even implement it in other 

targeted countries. 
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